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GridSecCon 2015 Agenda

“Protect the Grid”

October 13 - 16, 2015

GridSecCon 2015 Website and Registration

Hilton Philadelphia at Penn’s Landing, Philadelphia, Pennsylvania (NERC Corporate Rate)
All times are Eastern

Monday, October 12, 2015

6:00 — 8:00 p.m. Evening Registration (no reception)

Tuesday, October 13, 2015 — Training Day

7:00 — 8:00 a.m. Registration and Continental Breakfast (Grand Ballroom Foyer)

8:00 - 5:00 Training tracks 3, 4 and 5 will be all-day sessions, starting at 8 a.m. Tracks 1A and 1B
are different half-day sessions. Tracks 6A and 6B are half-day sessions with the same
subject material in each. Track 2 is cancelled.

Track 1A: Malware Lab — E-ISAC (free, half-day, 80 seats available, starts at 8 a.m.) Audience —
cyber security professionals. Located in Grand Ballroom D.

Track 1B: E-ISAC Portal — E-ISAC (free, half-day, 80 seats available, starts at 1 p.m.) Audience —
ES-ISAC Portal consumers; asset owners and operators. Located in Grand Ballroom D.

Track 3: Physical Security — E-ISAC (free, full-day, 125 seats available) Audience — physical
security professionals. Located in Grand Ballroom A.

Track 4: Shifting the Defensive Cyber Paradigm - root9b (free, full-day, 30 seats available)
Audience - technical / cybersecurity professionals. Located in Columbus Ballroom C.

Track 5: Cyber Risk Preparedness Assessment (CRPA) Workshop — E-ISAC and DOE (free,
all-day, 100 seats available) Audience — BPS Asset Owners and Operators / technical / cybersecurity
/ operational professionals. Located in Grand Ballroom B and C.

Track 6A and 6B: CyDECS: Cyber Attack-Defense Training Exercise for Power Grid - Iowa
State (free, half-day, 24 seats available for each session) Audience - Practicing industry
engineers/professionals; academic cyber researchers and graduate students. Located in Columbus
Ballroom B.

6:00 — 9:00 p.m. Welcome Reception and Registration (Riverview Room and Washington Room)

SANS is running the SANS CyberCity for interested participants.

Wednesday, October 14, 2015
7:30 - 8:15 Registration and Continental Breakfast (Columbus Ballroom)

8:15-8:30 Logistics — Bill Lawrence, Senior Manager of Critical Infrastructure Protection (CIP)
Awareness, NERC E-ISAC

8:30 -9:00 Welcome Address and Opening Keynote — Gerry Cauley, President and CEO, NERC

9:00 - 9:30 Host Utility Keynote — Dennis P. Gilbert, Director of Information and Cyber Security,
Exelon Corporation

9:30 -10:00 Energy Keynote — Jennifer Silk, Senior Advisor for Cyber, United States Department of
Energy

10:00 - 10:30 Break
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http://www.nerc.com/pa/CI/CIPOutreach/Pages/GridSecCon.aspx
http://www3.hilton.com/en/hotels/pennsylvania/hilton-philadelphia-at-penns-landing-PHLPNHH/index.html
http://www.hilton.com/en/hi/groups/personalized/P/PHLPNHH-NERC-20151011/index.jhtml?WT.mc_id=POG

Utah'’s Critical Infrastructure Protection Program — Mark Lemery, Critical Infrastructure
Protection (CIP) Coordinator, Utah Statewide Information & Analysis Center (SIAC)
Cyber Crime Keynote — John Riggi, Section Chief, Cyber Division, Outreach Section,
Federal Bureau of Investigation
Lunch — Moshulu (ship)
CIP V5 — the Home Stretch
Tobias Whitney, CIP Compliance Manager, NERC
Felek Abbas, Senior CIP Compliance Aavisor, NERC
Tom Hofstetter, CIP Compliance Auditor, NERC
Security Solutions: the Lightning Round — quick vendor presentations
Richard Jones, VP of Cybersecurity, Bridge Energy Group
Monta Elkins, Security Architect, FoxGuard Solutions
Dennis Lanahan, Customer Service & Sales Manager, Owl Computing Technologies
Joe Magee, Director, Cyber Risk Services, Deloitte and Touche LLP
Joseph Bonventre, Director, Compliance & Infrastructure Protection, Burns &
McDonnell
Andrew Ginter, VP Industrial Security, Waterfall Security Solutions
Break
Homeland Security Keynote — 7The Honorable Caitlin Durkovich, Assistant Secretary for
Infrastructure Protection, United States Department of Homeland Security
Threat of Modern Malware — Panel Discussion
7Tim Roxey, VP and COO, E-ISAC
Billy Rios, Founder, Laconicly LLC
Mark Fabro, President and Chief Security Scientist, Lofty Perch
Dave Halla, Director of Operations, E-ISAC
Closing Remarks — Bill Lawrence, E-ISAC
Evening Reception (Columbus Ballroom and Foyer, 2" floor)

Thursday, October 15, 2015

10:30-11:00
11:00-11:30
11:30-1:15
1:15-2:00
2:00 - 3:00
3:00 - 3:30
3:30-4:00
4:00 - 5:00
5:00 - 5:15
6:00 — 8:00
7:30 — 8:30
8:30 - 9:15
9:15-10:00
10:00-10:30
10:30-11:15
11:15-12:00
12:00 - 1:15
1:15-2:15

Continental Breakfast
E-ISAC Strategic Look — Marc Sachs, Senior Vice President and Chief Security Officer,
NERC
E-ISAC Upgrades — Ben Miller, Principal Cyber Security Coordinator, E-ISAC
Break
National Laboratory Initiatives — Andy Bochman, Senior Cyber and Energy Security
Strategist, Idaho National Laboratory
CIP Training Doesn't Kill People; Boring Kills People
Charles Evans, Founder, MetaMythic
Chris Lazzaro, Experience Architect, MetaMythic
Lunch — Chart House
Physical Security Technology Solutions — Panel Discussion
Travis Moran, Senior Physical Security Specialist, E-ISAC (Moderator)
John Sinisi, President, Ballistic Fire Barrier
Victor Slade, Manager, Corporate Security, Dominion Resources, Inc.
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2:15-3:00
3:00 - 3:30
3:30 - 4:15
4:15 - 5:00
5:00 - 5:15

Cralg Stiegemeier, Business Dev. & Technology Director, ABB
Cyber Security Technology Solutions — Panel discussion
Bill Lawrence, E-ISAC (moderator)
Mark Prince, Manager — Operational Technology Fossil, Entergy Services Inc.
John Heintz, Director, Enterprise IT Security, CPS Energy
Robin Berthier, Research Scientist, Information Trust Institute
Don Faatz, Cybersecurity Engineer, National Cybersecurity Center of Excellence
Break
Cybersecurity in Israel
Dr. Tal Steinherz, Chief Technological Officer, Israel National Cyber Bureau
Yosi Shneck, Senior VP Information & Communications, Israel Electric Corporation
GridEx III — Panel Discussion
Bill Lawrence, E-ISAC
Stuart Brindley, President, S. J. Brindley Consulting Inc.
Tim Conway, Technical Director, SANS Institute
Doug Flood, Associate, Booz Allen Hamilton
Closing Comments — Bill Lawrence, E-ISAC

Friday, October 16, 2015 (Listed times are departure times for the buses to each venue;

7:00 — 8:00
7:40

7:45

8:00 —-12:00

there are no utility tours this year.)

Continental Breakfast — Grand Ballroom Foyer

First bus to Classified Brief (FBI Field Office - 600 Arch Street, Philadelphia, PA 19106)
Second bus to Classified Brief

For Official Use Only-level brief — Grand Ballroom A and B (150 seats available)
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